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How Did You Decide? 

Who?
What?

Where?



What are our children and young people 
doing online?



Online Risks For Children
Commercial Aggressive Sexual

Content
(child as 
recipient)
“Where”

Adverts
Spam
Sponsorship
Personal info

Violent/hateful
content

Pornographic or 
unwelcome
sexual content

Contact
(child
asparticipant)
“Who”

Tracking
Harvesting
personal info 

Being bullied, 
harassed or 
stalked

Meeting 
strangers
Being groomed

Conduct
(child as actor)
“What”

Illegal 
downloading
Hacking
Gambling
Financial scams
Terrorism

Bullying or 
harassing 
another

Creating and 
uploading 
inappropriate 
material



Online Risks For Children in Sheffield
Commercial Aggressive Sexual

Content
(child as recipient)
“Where”

In game/App 
purchases.
Advertising – age 
inappropriate.

Age in-
appropriate 
gaming. Swearing
and unwanted 
chat

KS2 “Rude” 
Images
KS3 Receiving in-
appropriate 
images. Porn

Contact
(child as 
participant)
“Who”

KS4 Online
Reputation and 
careers. Lack of 
knowledge of 
privacy settings

Cyberbullying.
Exclusion from X 
Box parties, peer 
pressure,
trolling, griefing in 
games

All Key stages 
“Weirdos”
Large number of 
Friends,.
KS2 using same 
Apps as KS3/4

Conduct
(child as actor)
“What”

Gambling – free 
introductions.
Griefing and 
Hacking

Sending and 
Receiving Images. 
Lack of knowledge 
of Law



What Does Support Mean?

• Relationships

• High standards of behaviour

• Clear negotiated boundaries

• Warm Relationships

• Measured Responses

Technical

Settings

EducationRelationship



How Did You Decide? 

Who?
What?

Where?



Making it Simple:
The WWW approach

Who are your children talking to online?

Where are your children going online?

What are they doing online?

Illegal downloading, 
hacking, gambling, 
bullying/harassing others, 
uploading material 

Exposure to 
marketing/spam, violent or 
hateful content, 
inappropriate sexual content 

Adverts, in app sales 
bullying, stalking, 
flirting, online chatting

WW

W

W



Why is Who so important?

Children could be speaking to someone who is not 

who they seem

Children could be being bullied

Children could be receiving bad advice from others



Bullying or harassment of others This may be someone they know via a site like 

Facebook, or anonymously through sites like 

askfm and Omegle – ‘trolling’

Gambling or ‘underage purchasing’ Age verification on most sites is carried out by 

asking for a date of birth and confirming through 

an email address, both of which can be falsified

Hacking This could be a friend’s Facebook account 

(‘fraping’ or ‘brapeing’)

What do children do online?



Why is What so important?



How to find out What your children 
are doing online

Talk to your child about illegal and legal activity 

online and ask them if they create films

Ask your child about the sort of images they 

receive and send and find out if they use web 

cams!



What to do if you have 
a What worry

Check your child’s privacy settings on sites like Facebook 
and image sharing sites like Instagram

Turn off in-app purchasing on smartphones and tablets

Decide whether you need to involve your child’s 

school or even the police 



Where do children go online?



Why is Where so important?



Video sharing sites



How to find out Where your 
children go online

Talk to them about their favourite sites – ask them to show you

Talk to other parents about which sites their children use

Look at your child’s browsing history with them

Get them to show you their favourite videos on You Tube

Read reviews of children’s sites and choose some sites you are    happy 
for your child to visit



What to do if you have
a Where worry 

Talk to your child about your concerns 

Agree sites that you’re happy for them to use

Set YouTube SafetyMode  and Google SafeSearch 

to help filter ‘inappropriate content’

Familiarise yourself with reporting tools on sites 

like Facebook, YouTube 



WhatsApp
https://www.net-

aware.org.uk/networks/whatsapp/

Internet Matters
https://www.internetmatters.org/

PEGI
https://pegi.info/

https://www.net-aware.org.uk/networks/whatsapp/
https://www.internetmatters.org/
https://pegi.info/


Resources



https://www.nspcc.org.uk/fighting-for-childhood/about-us/partners/nspcc-o2-online-safety-partnership/


https://www.thinkuknow.co.uk/parents/


http://parentzone.org.uk/


http://www.childnet.com/parents-and-carers


https://www.saferinternet.org.uk/advice-centre/parents-and-carers


Parental Controls
• Filtering and Parental Controls set 

according to your family needs.

– Laptop/Computer (Free or 
purchased e.g. Vista, Live Family 
Care, K9, Net nanny etc)

– Mobile Phones (Contact provider 
to put controls on)

– Games Consoles (Check the 
console website for family advice)

– Apply filters on content

– Explain why they are necessary



TALK, TALK TALK…. Children are not the 
experts!!!

• Difference between virtual and real - relationships

• Ask what sites they visit,  who they talk to when they go there and what 
they do. 

• Have they any anxieties or concerns? 

• Talk to them about your concerns

• Parental controls and filtering software can help keep younger children 
away from worrying content or areas.

• Threatening to "take the internet away" or to remove a child's mobile 
phone is unlikely to help. Need to learn

• If you are extremely concerned talk to a professional or the Police.



 Role Models: Positive and responsible use. Set a good 
example. Teach one another – agree what’s ok. 

 Talk about what personal information is and the 
consequences of giving it out e.g. (full name, mobile no., 
location, address, photos, Blackberry pin no.)

 Set Controls on Mobiles and All Devices and agree the 
rules. What is appropriate and safe behaviour.  Set times for 
internet and gaming use. 

 Ask them not to webcam with people they do not know in 
real life and turn the webcam off after use!

 Help. Teach them how to report and tell you if they come 
across something unpleasant or if they are uncomfortable.

Simple Rules



Parent Checklist

✓ I have asked my child to show me the sites they use.

✓ I have checked my child’s privacy settings.

✓ I have asked my child about their online friends.

✓ I have set appropriate controls on the 
computer/laptop, gaming and mobile devices.

✓My child has agreed to tell me if they are worried 
about something online.

✓ I know where to get help if I’m concerned about my 
child.





www.Vodafone.parents.com

http://www.vodafone.com/content/digital-parenting/learning-and-fun/digital-parenting-magazine.html
http://www.vodafone.com/content/digital-parenting/learning-and-fun/digital-parenting-magazine.html

